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Removing space-like separation
using cryptography
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Single prover Single prover
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Works for all k players games !
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lx ly Enc(a)
t = n
Alice Bob 1Y Efficient provers:
la 1s Bob circuits poly(4) gates
I

Tool: Quantum Fully Homomorphic Encryption scheme (QFHE) with

Given a quantum strategy, we

* correctness with auxiliary input encrypt A without disturbing B

* IND-CPA security against quantum polynomial-time (QPT) adversaries

Efficient provers cannot decrypt with

more than negl(4) probability



Previous results



Previous results

1. Classical soundness for all games Kwy22]

Nonlocal Compiled

[KLVY22] arXiv: 2203.15877



Previous results

1. Classical soundness for all games K22 1

Nonlocal Compiled

[KLVY22] arXiv: 2203.15877



Previous results

1. Classical soundness for all games wy22]

2. Quantum completeness for all games Kuvyzz)

Nonlocal Compiled

[KLVY22] arXiv: 2203.15877



Previous results

1. Classical soundness for all games wy22]

2. Quantum completeness for all games Kuvyzz)

Nonlocal Compiled

[KLVY22] arXiv: 2203.15877



Previous results

1. Classical soundness for all games wy22]

2. Quantum completeness for all games Kuvyzz)

Nonlocal Compiled

[KLVY22] arXiv: 2203.15877



Previous results

1. Classical soundness for all games wy22]
2. Quantum completeness for all games Kuvyzz)

3. Quantum soundness for some bipartite games

Nonlocal Compiled

[KLVY22] arXiv: 2203.15877



Previous results

Classical soundness for all games kwy22)
Quantum completeness for all games kw22

Quantum soundness for some bipartite games

Asymptotic quantum soundness for all bipartite games kmpswa4]

Nonlocal Compiled

[KLVY22] arXiv: 2203.15877

[KMPSW24] arXiv: 2408.06711



Previous results

Classical soundness for all games kw22
Quantum completeness for all games kw22

Quantum soundness for some bipartite games

Asymptotic quantum soundness for all bipartite games kmpswa4]

Nonlocal Compiled

[KLVY22] arXiv: 2203.15877

[KMPSW24] arXiv: 2408.06711

for the lack of better photo



Previous results

Classical soundness for all games kwy22)
Quantum completeness for all games kw22

Quantum soundness for some bipartite games

Asymptotic quantum soundness for all bipartite games kmpswa4]

Nonlocal Compiled

[KLVY22] arXiv: 2203.15877

[KMPSW24] arXiv: 2408.06711

kY
//
=,
IS

for the lack of better photo




Quantitative quantum soundness for
bipartite compiled Bell games

Xiangling Xu (iF# ®), Inria Saclay _
ﬁ y 4
§ >

With Igor Kelp, Connor Paddock, Marc-Olivier Renou, Simon Schmidt, Lucas Tendick, Yuming Zhao



From KMPSW24 asymptotic to quantitative
quantum soundness



From KMPSW24 asymptotic to quantitative
quantum soundness

. Bipartite Bell game &, compiled &
QPT strategy S = (3)), 3, efficient

comp’



From KMPSW24 asymptotic to quantitative
quantum soundness

. Bipartite Bell game &, compiled &
QPT strategy S = (3)), 3, efficient

comp’

No encryption at



From KMPSW24 asymptotic to quantitative
quantum soundness

. Bipartite Bell game &, compiled &
QPT strategy S = (3)), 3, efficient

comp’

. a)qc(?) """""""""""""""""""""
* Asymptotically sound, the score: .
lim wﬂ(?comp S) < a)qc(?) A= o0 1=0
/1_) 0 Infinitely secured No encryption at



From KMPSW24 asymptotic to quantitative
quantum soundness

. Bipartite Bell game &, compiled &
QPT strategy S = (3)), 3, efficient

comp’

. W c(?) ----------------------------------------
» Asymptotically sound, the score: ’ .
llm a)/l(?COmp’ S) S a)qc(cg) A= Interesting finite A4? j« =0
/1_) 0 Infinitely secured No encryption at



From KMPSW24 asymptotic to quantitative
quantum soundness

. Bipartite Bell game &, compiled &
QPT strategy S = (3)), 3, efficient

comp’

_ Wy (G) fmmmmmmmmmmmmmmmmem e
* Asymptotically sound, the score: .
/Illm a)/l(?comp’ S) S a)qc(cg) A — 00 Interesting finite A7 A=0
— 00

» But how much more a cheating prover can win with §, at finite A?

Infinitely secured No encryption a
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Our main results

& with finite-dim optimal strategy: w,(& 5) < w, (&) + negly(4)

comp?
Forall &, @,(G comps ) < @, (&) + €qnpa(n) + neglg (1)

€seqnpa(72) ~ approximation error of a novel sequential NPA hierarchy

Plan: Recap of asymptotic paper, then sequential NPA, then main result revisit
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e o0 density operator
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= 1)

Enc(x)

Enc(a)

Treat o as positive linear functional
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Converse direction?
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Enc(x) R

S P Enc(a)

p*(ab|xy)

» Given compiled strategy S, correlation p*(ab | xy)

« Ihere exist encrypted post-measured states o

KMPSW24

* |IND-CPA security/weakly no-signalling:

| ) ol (P({By, ) — ) o (P({B, )] < negly(2)
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Sequential strategy to NPA hierarchy

» ldeal sequential strategy: positive linear functionals o, for all (x, a)

| ) 0y (PUBy, ) = D 0, (P({By, )| = 0 holds for P of all degrees

. plab|xy) = Ga\x(Bb\y)
. ®,.(%) by maximizing score over all such o,

« Maximization with P of all degrees is infeasible! Look at deg(P) < 2n?
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To n-th sequential NPA hierarchy

« n-th level segNPA: positive linear map ngx only for P of degree < 2n

| Z O (P By 1)) = Z 0, AP({ By, }))| = O for P of degree < 2n

Buzzword: (PSD) moment matrix I '(a | x)

° pn(ab ‘ xy) — a‘x(Bb‘y) [a |X)Bb1|y1’Bb2|y2 - a|x(B]j<1|y1Bb2|y2)

. @, npalF) by maximising score over all such ¢ il

seqN

» Maximisation with P of deg(P) < 2n is a semidefinite program (SDP)! Can
be done by computers.
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\)

Finite 1, equivalent to the standard NPA hierarchy but Z Ay F 1.

A

 Main Thm 2: Stopping criterion (flatness/rank-loop): the hierarchy has an
optimal solution at level n <= finite-dim optimal quantum strategy.

* Conic dual: sparse sum of squares hierarchy [KMP22].

- (Smaller SDP size only in B}, and no A, at the cost of higher NPA level)

19



Isolate weak signaling Enc(x) |

) Enc(a)

20




Isolate weak signaling Enc(x) |

) Enc(a)

y
b

. Challenge: Compiled strategy 5, gives o’

ol IS only weakly no-signalling,

unlike segNPA hierarchy.

20



Isolate weak signaling Enc(x) |

) Enc(a)

y
b

. Challenge: Compiled strategy 5, gives o’

alx IS only weakly no-signalling,

unlike segNPA hierarchy.

e Solution: a decomposition result to systematically isolate signaling effect.
Interesting for other frameworks?

20



Isolate weak signaling Enc(x) |

) Enc(a)

y
b

A

. Challenge: Compiled strategy 5, gives O, Is only weakly no-signalling,

unlike segNPA hierarchy.

e Solution: a decomposition result to systematically isolate signaling effect.
Interesting for other frameworks?

. 0 = a‘x(NS) + 6 (SI) + o’ (Res)

alx

20



Isolate weak signaling Enc(x) |

) Enc(a)

y
b

A

. Challenge: Compiled strategy 5, gives O, Is only weakly no-signalling,

unlike segNPA hierarchy.

e Solution: a decomposition result to systematically isolate signaling effect.
Interesting for other frameworks?

. 0 = a‘x(NS) + 6 (SI) + o’ (Res)

a|x

Compiled
score

20



Isolate weak signaling Enc(x) |

) Enc(a)

y
b

A

. Challenge: Compiled strategy 5, gives O, Is only weakly no-signalling,

unlike segNPA hierarchy.

e Solution: a decomposition result to systematically isolate signaling effect.
Interesting for other frameworks?

. 0 = a‘x(NS) + 6 (SI) + o’ (Res)

a|x

Compiled
score

20



Isolate weak signaling Enc(x) |

) Enc(a)

y
b

A

. Challenge: Compiled strategy 5, gives O, Is only weakly no-signalling,

unlike segNPA hierarchy.

e Solution: a decomposition result to systematically isolate signaling effect.
Interesting for other frameworks?

. 0 = a‘x(NS) + 6 (SI) + o’ (Res)

a|x

Compiled

segNPA!
score

20



Isolate weak signaling Enc(x) |

) Enc(a)

y
b

A

. Challenge: Compiled strategy 5, gives O, Is only weakly no-signalling,

unlike segNPA hierarchy.

e Solution: a decomposition result to systematically isolate signaling effect.
Interesting for other frameworks?

. 0, = 0, (NS) +a(SD) + o7"(Res)

a|x

Compiled

segNPA!
score

20



Isolate weak signaling Enc(x) |

) Enc(a)

y
b

A

. Challenge: Compiled strategy 5, gives O, Is only weakly no-signalling,

unlike segNPA hierarchy.

e Solution: a decomposition result to systematically isolate signaling effect.
Interesting for other frameworks?

. 0, = 0, (NS) +a(SD) + o7"(Res)

a|x

Compiled seqNPA! Negligible part for

score each fixed n

20



Main result revisited

21



AN

Main result revisited

(VS) + ajl’;’(SI ) + (fc’jl’;l(Res)

Negligible part
for fixed n

21



Main result revisited

. o' = o™ (NS) + e (SI) + 6" (Res)

alx alx alx alx
C iled Negligible part
c;rgc?ree SeqNPA for fixed n
n

21



Main result revisited

. o' = o™ (NS) + e (SI) + 6" (Res)

alx alx alx alx

' Negligible part
Compiled seqNPA! g 9. P
score for fixed n

o« 0)(G omprS) < Dge NP A (&) + neglg (1)

= a)qc(cg) T \wfequA(?) o a)qc(cg)‘ T neng,n(/l)

21



Main result revisited

. o' = o™ (NS) + e (SI) + 6" (Res)

alx alx alx alx

' Negligible part
Compiled seqNPA! g 9. P
score for fixed n

o« 0)(G omprS) < Dge NP A (&) + neglg (1)

a)qc(cg) T \wfequA(?) o a)qc((ﬁ)‘ T neng,n(/l)

a)qc(f?) + esgqNPA(n) + negl ,(4)

21



Main result revisited

. o' = o™ (NS) + e (SI) + 6" (Res)

alx alx alx alx

' Negligible part
Compiled seqNPA! g 9. P
score for fixed n

o« 0)(G omprS) < Dge NP A (&) + neglg (1)

a)qc(cg) T ‘a)snequA(?) o a)qc(cg)‘ T neng,n(/l)

a)qc(f?) + esgqNPA(n) + negl ,(4)

21



Main result revisited

. o' = o™ (NS) + e (SI) + 6" (Res)

alx alx alx alx

' Negligible part
Compiled seqNPA! g 9. P
score for fixed n

o« 0)(G omprS) < Dge NP A (&) + neglg (1)

a)qc(cg) T ‘a)snequA(?) o a)qc(cg)‘ T neng,n(/l)

a)qc(f?) + eseqNPA(n) + negl ,(4)

21



Main result revisited

. o' = o™ (NS) + e (SI) + 6" (Res)

alx alx alx alx
Compiled seqNPA! Negligible part
score ' for fixed n

o 0;)(G omps D) S a)s”eqNPA(?) + neglg (1) If € has a finite-dim optimal strategy,
then Main Thm 2 (flathess condition)
shows:

= 0, () + |0g npa(9) — @,(F)] +neglg,

a)/l(cgcompa S) < a)q(?) + neng(/l)

— a)qc(f?) + esﬁqNPA(n) + negl ,(4)

21



Do we need approxmation error €. npa (72)?

22



Do we need approxmation error €. npa (72)?

e Yes?

22



Do we need approxmation error €. npa (72)?

e Yes?

By standard complexity conjecture MIP*® = coRE, we show for each n:

22



Do we need approxmation error €. npa (72)?

* Yes?
By standard complexity conjecture MIP*® = coRE, we show for each n:

(1) There exists & such that wg, \pa(&) 2 3/4 (high NPA score).

22



Do we need approxmation error €. npa (72)?

* Yes?
By standard complexity conjecture MIP*® = coRE, we show for each n:

(1) There exists & such that wg, \pa(&) 2 3/4 (high NPA score).

(2) But actual quantum score is low, a)qc(?) < 1/4.

22



Do we need approxmation error €. npa (72)?

* Yes?
By standard complexity conjecture MIP*® = coRE, we show for each n:

(1) There exists & such that wg, \pa(&) 2 3/4 (high NPA score).

(2) But actual quantum score is low, a)qc(?) < 1/4.

(3) There exists an almost-commuting strategy S realizing the high score.

22



Do we need approxmation error €. npa (72)?

* Yes?
By standard complexity conjecture MIP*® = coRE, we show for each n:

(1) There exists & such that wg, \pa(&) 2 3/4 (high NPA score).

(2) But actual quantum score is low, a)qc(?) < 1/4.

(3) There exists an almost-commuting strategy S realizing the high score.

 (Consider, adversarial scenario:

22



Do we need approxmation error €. npa (72)?

* Yes?
By standard complexity conjecture MIP*® = coRE, we show for each n:

(1) There exists & such that wg, \pa(&) 2 3/4 (high NPA score).

(2) But actual quantum score is low, a)qc(?) < 1/4.

(3) There exists an almost-commuting strategy S realizing the high score.

 (Consider, adversarial scenario:

(1) Verifier fixes security A.

22



Do we need approxmation error €. npa (72)?

* Yes?
By standard complexity conjecture MIP*® = coRE, we show for each n:

(1) There exists & such that wg, \pa(&) 2 3/4 (high NPA score).

(2) But actual quantum score is low, a)qc(?) < 1/4.

(3) There exists an almost-commuting strategy S realizing the high score.

 (Consider, adversarial scenario:
(1) Verifier fixes security A.

(2) Dishonest prover can choose which Bell game & to play.

22



Do we need approxmation error €. npa (72)?

* Yes?
By standard complexity conjecture MIP*® = coRE, we show for each n:

(1) There exists & such that wg, \pa(&) 2 3/4 (high NPA score).

(2) But actual quantum score is low, a)qc(?) < 1/4.

(3) There exists an almost-commuting strategy S realizing the high score.

 Consider, adversarial scenario: I\/Iaybe the dishonest prover
can choose to play & and

use S to cheatat & .7

(1) Verifier fixes security A.

(2) Dishonest prover can choose which Bell game & to play.
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. High-scoring almost-commuting strategies S to cheat at ?Comp?

» Open question: Compile this $ while preserving the high score?

* Obstacle: “QHE correctness with auxiliary input” assumption works for tensor
product quantum strategies, but unclear to almost-commuting ones.

 Need “QHE correctness with auxiliary input for weakly commuting registers.”
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Outlook

Sequential NPA vs standard NPA: are there games where seqNPA converges
significantly slower? (E.g. tried /55,, but doesn’t seem to be the case. )

Robust self-testing for compiled games at finite A? We note that current
definition might need generalization.

Broader picture: operator algebraic techniques provide a unified language for
(1) Space-like separated provers (standard Bell games)
(2) Single provers with cryptographic assumptions (compiled games)

Potential to translate other space-like separated protocols?
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From 2 to 3 : why do we care
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The compiller

The first two Interactions are encrypted,

the third Is In the clear

Classical soundness

Quantum completeness

Quantum soundness ?
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3. The asymptotic limit
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Thanks for listening !
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